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Introduction 
Dear Franchisee/Business Manager 
 

Welcome to the Managing Anti-Social Behaviour workbook, which outlines a strategic approach to managing the 

increasing challenge of Anti-Social Behaviour experienced by our restaurants. This workbook has been specifically 

designed to take Franchisees and Business Managers through the steps that need to be considered in order to 

manage Anti-Social Behaviour as effectively as possible. 

Our experience in law enforcement, retail security and McDonald’s makes us confident that any restaurant currently 

experiencing Anti-Social Behaviour will see tangible benefits if they systematically apply the guidance that follows.  

Tackling Anti-Social Behaviour is a key part of delivering the best possible customer experience and helping 

McDonald’s to be the UK’s best-loved restaurant company. Tackling Anti-Social Behaviour is also key in delivering 

our duty of care obligations to our people, and delivering on our Roadmap to Best Loved of providing a great place to 

work where employees feel energised, safe and valued. This is also an important part of protecting your Premises 

Licence in connection with the 4 licensing objectives. 

When seeking to manage Anti-Social Behaviour there is no magic wand. There is no single thing that is guaranteed 

to yield immediate results every time. Effectively managing Anti-Social Behaviour is a structured and long-term 

commitment to doing the right things in the right way. 

As you work through this guide you will see that it builds from foundation principles to more advanced and specific 

options. The guide works through five sections, from getting the foundations right, to taking local ownership, raising 

awareness, building external partnerships, and concludes with tools that should be considered only if issues persist. 

You will need to work through each section and complete the checklist before moving to the next section. Further 

detailed information can be found in the supporting “Toolbox Resources” at the end of the document. 

Systematically completing the contents of this workbook, following the guidance and taking local ownership will 

yield positive results for your people and for your business. The RSG Team are also available for support as you work 

through this workbook. 
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Section 1 – The Foundations 
Defining and understanding what is meant by Anti-Social Behaviour is key to managing Anti-Social Behaviour. In 

terms of this workbook, Anti-Social Behaviour means behaviour likely to cause harassment, alarm or distress to one 

or more persons. Examples that can be experienced in McDonald’s Restaurants include rowdy or inconsiderate 

behaviour by individuals who are under the influence of drink or drugs, groups of young people or people begging. 

This workbook outlines advice and best practice when approaching the individuals or groups identified above. 

However, before any employee attempts to manage individuals demonstrating Anti-Social behaviours, it is 

important to ensure that they can do so safely and effectively. 

There is a minimum expectation that any business will maintain order on its premises. Good management training 

and practices, in combination with appropriate physical security equipment, will reduce the risk of crime and 

disorder. 

The prevention of crime and disorder is a pillar of the Licensing Act 2003, and in many cases a certain level of security 

equipment is stipulated within the Conditions or Operating Schedule attached to a Premise Licence. Similar security 

equipment will help maintain order and manage Anti-Social Behaviour across all dayparts. 

Consequently, it is recommended that the following physical security equipment is in place to help prevent an Anti-

Social Behaviour problem developing initially, and to support and reduce risks to employees managing a more 

established Anti-Social Behaviour problem. 

Every restaurant should have in place a comprehensive CCTV system and a 

monitored ‘panic’ or ‘assistance’ system. Company owned restaurants use 

Dallmeier CCTV and it is recommended that Franchisees also use these products.  

In addition to being certified and approved for use in court proceedings, Dallmeier 

products are the only CCTV products that are secure enough to sit on the 

McDonald’s network and the only CCTV product that communicates to external 

monitoring stations at a rate that makes the images viable. 

Whichever CCTV system is in place, details on the minimum expected 

specification is available here. 

Those individuals or groups that display anti-social behaviour often congregate in 

areas immediately outside the restaurant or in car parks where there may not be 

enough ambient light for conventional CCTV cameras to be effective. There are CCTV cameras available that work 

in very low light levels. These eliminate the need to install additional lighting and remove the difficulties that may 

arise from the Planning Permission that this may require. 

As with CCTV, there are many monitored ‘panic’ or ‘assistance’ systems available in the marketplace. The 

recommended and approved system that we have found to be most effective is StaffSafe Digital AV. This is the 

StaffSafe system with audio and visual capability, allowing the operative in the remote monitoring station to not only 

speak to those individuals or groups displaying anti-social behaviours but also to see what they are doing via the 

CCTV system. Details on StaffSafe Digital AV and how to get the best out of the system can be found here. 

Robust prevention of substance abuse, (drugs, alcohol, solvents), in our restaurants is an important part of 

controlling Anti-Social Behaviour. Whenever employees are required to ask individuals or groups to change their 

behaviour or to leave the restaurant, it is beneficial if the individuals concerned are as rational as possible. Substance 

abuse can interfere with an individual’s ability to think and behave rationally, making them less predictable and more 

difficult to deal with. Guidance on preventing substance abuse in the restaurant can be found here.  

 

 

 

 

 

 

“Anti-Social 

Behaviour means 

behaviour likely to 

cause harassment, 

alarm or distress to 

one or more 

persons” 
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For this workbook to be most effective, you should ensure that all of the foundations identified in Section One are 

in place before moving on to Section Two, Taking Ownership. 

 

CCTV System

The following cameras are recommended to help tackle ASB, please tick which you have

Collection Point covered

External low light cameras

What size is the screen?

(Recommended 27")

Are there any CCTV requirements stated in your Premises License? If so record them below

Entrance camera with full face image

ExternalNumber of Cameras Internal

Counter tills focused on customers not tills

Number of days recording

Networked

Make Model

High Definition Analogue Hybrid

Is the system password protected

Do all managers have access to the recordings

Do all managers know how to burn footage to disc for the Police

Do you have a Public Awareness Monitor?
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StaffSafe

(If you're not sure please contact StaffSafe on 01387 702388)

(To order more please contact StaffSafe on 01387 702388)

(If not ensure all managers are aware)

(see section 3 for more information on the 5 Step Method)

Comments

Are all managers trained on how to use StaffSafe?

Is the shift manager wearing an activation fob?

Do all managers know what the green Anti Social Behaviour button is for on the panel?

Are managers using StaffSafe in conjunction with the 5 Steps ASB method?

Do you have? 3 Grey Activation Fobs 1 Red External Activation Fob

Is your system working? Complete a test call to make sure

Do you have StaffSafe Installed?

Is your system? Audio Only Audio and Visual?



 

P a g e  7 | 58 

 

 

Substance Abuse

Are regular checks of the toilets being made by both Customer Care & Managers?

(recommended every 15 minutes)

Is there effective CCTV coverage of the toilet door area?

(if not look to add an additional camera to cover this area)

Is there a Public Awareness Monitor inside the toilet corridor of the customer toilets?

(if not look to add an additional monitor in this area)

Action When Who

Is there access control on toilet doors?

(speak to RSG for more information on access control)

Have you put together a detail plan to tackle substance abuse in the restaurant?

Are managers aware of the plan and adhering to it?

Are incidents being recorder in the Incident Log (Available from PROMPT PROM IRB 00001)

Are "saloon" style cubicle doors fitted in toilets where drug activity has been identified?

Ensure that there are no areas in the toilets that can be used to hide drug taking 

equipment e.g. loose ceiling tiles, open toilet roll holders or access panels

Check done? (list any actions below)

Is a sharps disposal kit available in the restaurant?
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Section 2 – Taking Ownership 

 

It would be nice to think that if Anti-Social Behaviour manifests itself in a restaurant then a third party, the Police/ 

Gardaí, will always be on hand to attend the restaurant, robustly deal with the individual or group, and maintain order 

for the benefit of the business, the customers and our employees. However, it is primarily the responsibility of a 

business to maintain order in its premises and it is absolutely the responsibility of a licensed business to actively 

prevent crime and disorder in the Licensed Period.  

This responsibility, combined with a reduction in Police/Garda resources, means that Franchisees and Business 

Managers must take the initiative for maintaining order and preventing crime within their restaurants. 

Failure to do this may allow Anti-Social Behaviour to develop where it does not already exist, or allow it to escalate 

where it already exists. 

Failure to take ownership will adversely impact on the customer experience and employee wellbeing. It may also 

attract enforcement scrutiny that is potentially brand damaging and detrimental to the profitability of the restaurant. 

As a response, in part, to reducing resources, a number of Police/Garda Forces are 

becoming increasingly robust at leveraging the statutory powers they have to 

encourage businesses to take more responsibility for controlling Anti-Social 

Behaviour. These powers are outlined here. By working through this workbook and 

taking the actions suggested, you should be able to avoid the potential 

enforcement options available to the Police/Gardaí. 

One of the key ways to take ownership and prevent Anti-Social Behaviour is to 

maintain control of dining areas. A significant amount of Anti-Social Behaviour 

experienced in restaurants is a result of management teams losing control of dining 

areas to individuals or groups that then go on to behave in an anti-social manner. 

Preventing loitering is key to maintaining control of dining areas and, in turn, in 

preventing Anti- Social Behaviour. Guidance on preventing loitering can be found here. 

Finally, in order to own the solutions to Anti-Social Behaviour, it is essential to identify, track and report any issues a 

restaurant experiences. In the next two sections, there is guidance on raising employee awareness and working in 

partnership in order to better manage Anti- Social Behaviour. However, in order to do this effectively you need to fully 

understand the nature and scale of any Anti- Social Behaviour and engage others using facts rather than anecdotes 

and hearsay. Guidance on Reporting and Tracking Anti-Social Behaviour can be found here. 

 

 

 

“One of the key ways 

to take ownership 

and prevent Anti-

Social Behaviour is 

to maintain control 
of dining areas” 
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Taking Control of Dining Areas

Review the schedule to make sure there is a Customer Service Leader (CSL) on evening shifts

(if not speak to the scheduling manager to ensure a CSL is scheduled)

Are regular checks of the toilets being made by both CSL's & Managers?

(recommended every 15 minutes)

On the more challenging shifts a manager should be scheduled to work the dining area

Scheduling Manager spoken to?

Are all incidents being recorder and reviewed in the Incident Log (Available from PROMPT 

PROM IRB 00001)

Manager now being scheduled?

NAME DATE NAME DATE

Scheduling Manager spoken to? CSL now being scheduled?

All CSL's have completed the Conflict eLearning in the last 6 months? Record below

All managers have completed Conflict eLearning in the last 6 months? Record below

NAME DATE NAME DATE
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Is there effective CCTV coverage of the toilet door area?

(if not look to add an additional camera to cover this area)

Is there a Public Awareness Monitor inside the toilet corridor of the customer toilets?

(if not look to add an additional monitor in this area)

Is there access control on toilet doors?

(speak to RSG for more information on access control)
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Section 3 – Awareness 
For many people, spending time in an environment where Anti-Social Behaviour is displayed will be an unusual 

experience; it will be something that they deliberately avoid outside of work. For still more people, being asked to be 

responsible for managing Anti-Social Behaviour will be even more unusual and potentially daunting. However, as 

outlined in Section Two, it is primarily the responsibility of a local business to prevent crime and disorder and this 

means that Franchisees and Business Managers will be expected to make their employees aware of how best to 

manage Anti-Social Behaviour.  

This section outlines practical guidance for those leading the management of Anti-

Social Behaviour. 

Section one identified that Anti-Social Behaviour is a term for any behaviour likely 

to cause harassment, alarm or distress. This behaviour can manifest itself in many 

different ways. Consequently, it would be unhelpful to be overly prescriptive in the 

instructions that may be shared with an employee. It is also useful for each 

restaurant to work to a common guidance framework as many individuals or groups 

that display anti-social behaviours will move between different restaurants. A 

consistent approach will reinforce the position that Anti-Social Behaviour will not 

be tolerated in any restaurant. Therefore, generic Anti-Social Behaviour guidance 

can be found here. 

This guidance includes a suggested ‘5 Step Method for Managers Approaching Groups’, here, and a ‘6 Point Plan to 

Encourage a Continuity of Approach’ on a shift by shift, restaurant by restaurant basis, here. 

Employees tasked with managing Anti-Social Behaviour often want to know, quite reasonably, their ‘rights’. That is 

to say, what they can and can’t legitimately do if situations escalate. Guidance on this can be found here. When 

raising awareness in this area it is of paramount importance to stress that the individual employee is entirely 

responsible for their actions and that employees should seek every opportunity to avoid any physical contact with 

individuals. 

The application of the ‘5 Step Method for Managers Approaching Groups’ and the ‘6 Point Plan to Encourage a 

Continuity of Approach’ are supported in the core curriculum training in the area of Anti-Social Behaviour. This 

training includes one eLearning module and, as an option, all employees within the restaurant have access to this via 

CAMPUS. The eLearning module is compulsory for new managers coming through the system but the content is 

useful for existing managers too. 

Section One identified the benefit of interacting with 

individuals who act and respond in a rational way. This 

consideration also applies when dealing with homeless 

individuals, who may have a different perspective on generally 

accepted social norms. In addition to being less likely to 

behave in accordance with these conventions, they often 

have ‘less to lose’ so can be less motivated to comply with 

accepted behavioural norms. This can be problematic if it is a 

homeless individual that is displaying anti-social behaviours. 

Guidance on interacting with homeless individuals can be 

found here. 

Just as not every group of teenagers display anti-social 

behaviours, not every homeless individual will display anti-social behaviours and it is important for consistency to 

only ever address the behaviour and not to simply apply a blanket approach based on appearance.  

Sections One to Three set the foundations for the active management of anti-social behaviour by Franchisees and 

Business Managers and often this will be enough to stop or displace anti-social behaviour. 

 

 

“A consistent 

approach will 

reinforce the 

position that Anti-

Social Behaviour will 

not be tolerated in 

any restaurant”. 
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5 Step Method

List names and dates below

Training

Advanced MAYBO course in Conflict Resolution attended by management team?

(for more information speak to RSG or lisa@maybo.com)

All managers and customer care have completed the Conflict Resolution eLearning module?

All Managers and Customer Service Leaders in the 5 step method?

5 step method actively being used when needed?

NAME DATE NAME DATE



 

P a g e  13 | 58 

 

 

 

 
 

 

 

 

6 Point Plan

Banned individuals images shared with local McDonald's to blanket ban known culprits?

Incident log is discussed at managers meetings?

Incident log reviewed monthly with the Police?

Banning letters being given to main culprits?

Banning folder set up?

6 point plan discussed with all managers?

Are incidents being recorder in the Incident Log (Available from PROMPT PROM IRB 00001)

Incident log is reviewed weekly?
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Section 4 – Partnership 
Occasionally, responsibly managing dining areas by acting on the guidance in Sections One to Three may not be 

enough to displace entrenched Anti-Social Behaviour by certain individuals or groups. In such circumstances, 

Franchisees and Business Managers are advised to build partnerships with external bodies that may be able to help. 

Typically the most effective partnership will be with the local Police/Garda. Guidance on developing relationships 

and partnership working with Police/Garda can be found here. 

There are a number of benefits associated with working in partnership with 

Police/Garda. While this is unlikely to gain the restaurant a preferential response if a 

Police/Garda response is requested, it is likely to gain the restaurant more thorough 

follow-up once the Police/Garda have actually responded. In Section Five there is 

guidance on banning individuals. This is always more effective, and only 

recommended, if it is supported by the Police/Garda or another local initiative. It 

should be noted that banning is a civil matter and some forces may be reluctant to 

issue a ban as it is civil law and not criminal law. 

Importantly, a genuine partnership approach with Police/Garda will demonstrate a 

proactive commitment to trying to manage Anti-Social Behaviour and this may 

diminish the likelihood that the Police/Garda will use the statutory powers outlined 

in Section Two. Other partnerships can be helpful and the more active partnerships a restaurant is involved with, the 

more likely it will be in successfully tackling Anti-Social Behaviour. Other potential partners may include shopping 

centre or retail park security, business crime reduction partnerships (BCRPs), Business Improvement Districts (BIDs), 

town centre schemes etc. 

Many partnerships use a communication tool, such as a radio or social media, to summon assistance or warn of 

potential troublemakers heading towards the restaurant. There is often a cost associated with these schemes and 

guidance can be found here 

When working in partnerships with external stakeholders it is recommended to draw up a “commitment” document 

to demonstrate that you are actively working towards solving any issues yourself. It is also a good way to get external 

partners to commit to the actions they have promised to help you solve the issues you are witnessing. More 

information on commitment documents can be found here. 

 

 

“Importantly, a 

genuine partnership 

approach with Police 

will demonstrate a 

proactive 

commitment to 

managing Anti-

Social Behaviour”. 
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Local Police Contact

Other Partnerships

If so record their contact details below

Pub Watch

Identify a contact within the following groups who will be able to work with you to resolve issues. Often 

these groups meet together so look to attend the next meeting

Business Crime Reduction Partnerships

Local Council Youth Worker

Local Council ASB Team

Local Youth Club Organiser

Have you made contact with the retail park's security team and arranged to meet them?

Shopwatch

Find out who your local Police contact is and record below. Details can be found through your local Police 

website under neighbourhood policing

Police Officer's Name

Police Officer's email

Town Radio Link

Security contact name

Do you have Retail Park or Town Centre Security?

Have you made contact with your local police contact and arranged to meet them?

Police Officer's number

Security contact number
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Section 5 – Tools Available to Manage Anti-Social Behaviour 
Acting on the guidance in Sections One to Four will often be enough to displace Anti-Social Behaviour. However, if 

this is not the case then there remain a number of specific additional tools that you may wish to consider using. 

These tools may work in isolation or, as a Franchisee or Business Manager, you may need to consider using these 

tools in combination. Either way, it is recommended that these tools are considered as a hierarchy of controls, with 

the use of classical music used first and Security Industry approved third party guarding used as a final option. 

The use of classical music is a simple but often effective tool to displace Anti-Social Behaviour. If the cause of the 

Anti-Social Behaviour is groups of youths causing a nuisance, playing music that they don’t like, music that makes 

the restaurant environment less appealing to them, will make it less likely that they will want to hang around. There 

is academic research that demonstrates that this is an effective tool to displace youth Anti-Social Behaviour. More 

importantly, most genuine customers state that they do not notice the change of music. More information on the 

benefits of using classical music, and the practicalities of having this programmed around periods of Anti-Social 

Behaviour can be found here. 

The second tool that should be considered, if the cause of the Anti-Social Behaviour 

is groups of youths, is temporarily turning off the customer Wi-Fi. The availability of 

free customer Wi-Fi is of business benefit but it can be abused by individuals who 

aren’t actually customers or by individuals who overstay their welcome. Temporarily 

turning off the customer Wi-Fi should also be considered if the cause of the Anti-

Social Behaviour is loitering or ‘nocturnals’ who may take up valuable seats in the 

dining area without making a purchase. 

An App that sits on the ISP has been developed to help Franchisees and Business 

Managers control the availability of Wi-Fi to customers. It is important that this App 

is used appropriately and not indiscriminately so that the service is available to as 

many genuine customers as possible for as much of the time as is possible. Guidance and instructions on using the 

Wi-Fi App can be found here. 

In addition to free Wi-Fi, some individuals or groups that display Anti-Social Behaviour are drawn to our restaurants 

by the availability of charging facilities for mobile devices. Again, this is true of those that loiter as well as groups of 

youths. It is possible to also control the charging points, making the restaurant a less appealing place to be for those 

displaying Anti-Social Behaviour. A control switch is now standard in newly built restaurants but can be retrofitted 

into existing restaurants. Franchisees interested in retrofitting this switching facility can find more information here. 

Business Managers who consider that their restaurant would benefit from a control switch should discuss this with 

their Operations Consultant in the first instance and may wish to consult with RSG. 

Playing classical music, denying access to free Wi-Fi and charging are tools designed to move individuals and groups 

on of their own free will. Only if these tools do not work should you consider the tools that are designed to move 

individuals or groups on against their free will. 

The first of these tools is a sign that is designed to signal that something has changed, that the Franchisee or 

Business Manager will be taking a more proactive and robust stance in relation to managing Anti-Social Behaviour. 

A sign is available, stating that Anti-Social Behaviour will not be accepted within the restaurant. It is important that 

this sign is only used once the Franchisee or Business Manager has all the other measures outlined in Section One 

to Four in place. Some individuals or groups causing Anti-Social Behaviour may view the enforcement of the 

message on the sign as a challenge. Therefore, enforcement will require; the basics to be in place to provide support 

to employees, ownership of the problem, awareness of the nature and scale of the problem, and a partnership 

approach to help enforce compliance. For information about ordering and placement of an Anti-Social Behaviour 

Sign, please contact RSG.  

“The use of classical 

music is a simple but 

often effective tool 

to displace Anti-

Social Behaviour”. 
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Enforcement may include banning individuals. This is most effective when supported by partners, especially the 

Police/Garda and is only effective if it is applied consistently by all Shift Managers. Issuing a ban without enforcing 

that ban is counterproductive. Effective banning is rarely as simple as handing out a letter and there are often 

considerations that are not immediately obvious, such as Data Protection. Where a name, address or an image of an 

individual is used in the banning process, there will be GDPR implications. Consequently, Franchisees are advised to 

use the McOpCo banning process and Business Managers must follow the McOpCo banning process which can be 

found here. 

The final tools are designed to physically support Franchisees and Business Managers. The first consideration is the 

use of a Mosquito device. These devices are only approved for use externally and only for Drive-thru restaurants. 

These devices are designed exclusively to help manage Anti-Social Behaviour by younger people and are unlikely to 

be of any benefit in helping to manage Anti-Social Behaviour by other individuals or groups. The principle is similar 

to the use of classical music in as much as the device emits a sound, normally only audible to younger people, that 

they do not like and so move away from. More information on Mosquito devices can be found here. These devices 

are not used in McOpCo restaurants. 

The final option when trying to manage Anti-Social Behaviour should be the use of third party guards. This option 

should only be considered by Franchisees and Business Managers when the Anti-Social Behaviour problem is so 

serious that none of the considerations above, when used in combination, have displaced a growing or existing Anti-

Social Behaviour problem. 

There is a Guarding Policy that Franchisees should aim to comply with, and McOpCo Business Managers must 

comply with. The Guarding Policy sets out when guarding should be considered, how guarding should be 

administered, the tools and tactics guarding companies may employ, and the contact details for the McOpCo 

approved guarding companies. The McOpCo approved guarding companies will be able to offer Franchisees a 

service specifically designed to address Anti-Social Behaviour. The Guarding Policy can be found here and RSG are 

also available for further advice and guidance, particularly in relation to body worn cameras, here. These devices are 

not approved for use by McOpCo employees. 

McOpCo Business Managers must only use the McOpCo approved suppliers and Franchisees are advised to do 

likewise. 

However, if a Franchisee wishes to employ the services of a non-approved or preferred guarding company, it is best 

practice to only use licensed guards from companies that feature on the Security Industry Authorities Approved 

Contractor Scheme.  More details are available here. 
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Tools

Record the days and times below

M F

T S

W S

T

Record the days and times below

M F

T S

W S

T

Record the days and times below

M F

T S

W S

T

Record the days and times below

M F

T S

W S

T

Banning Letter template written and shared with management team?

Template available from RSG

ASB Signage in place?

Contact RSG for approved wording

Wi-Fi Switch Off times and dates agreed?

Classical Music set up? Call Imagesound on 01246 572990 to make changes

Are the tablets being removed from the dining area?

Are air charges and plug sockets being turned off in the dining area?

Banning letter folder created and stored in a safe place?

Police asked to issue the banning letters on your behalf?
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Record the days and times below

M F

T S

W S

T

Manned Guarding

Is manned guarding required?

contact RSG for approved guarding contractors

Record the days and times required below

Guard 1 Guard 2

M F M F

T S T S

W S W S

T T

Guard 3 Guard 4

M F M F

T S T S

W S W S

T T

Review the guarding Assignment Instructions document in the Guarding Company Folder

Is this up to date and been reviewed in the past 12 months?

In the box below list any Premises License conditions which feature guarding requirements

Are the guards wearing body cams?

Mosquito Unit Installed?

Account Manager Name

Account Manager Contact details

Guarding Provider
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Anti-Social Behaviour Commitment

Anti-Social Behaviour Commitments agreed?

Franchisee/Operations Consultant

Stakeholder Commitments Agreed?

Police, Guarding Provider etc 

Final Anti-Social Commitment Document shared with all stakeholder?

Anti-Social Behaviour Commitment drawn Up?
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Toolbox Resources 
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Toolbox: Section 1 – The Foundations 
1. a CCTV Minimum Standards 

CCTV Minimum Standards 
This guidance describes the McOpCo standards for CCTV. It includes information on the system and coverage to 

best support restaurant teams in managing Anti-Social Behaviour. Franchisees are advised to adopt the McOpCo 

CCTV standards and principles to help protect people as well as the premises. 

NB. It should be remembered that only Dallmeier products are considered to have sufficient information security 

features to be connected to the McDonald’s UK Network. 

CCTV 
A digital HD IP Video Surveillance System (VSS – formally CCTV) should be installed to include: 

• Dallmeier or equivalent Digital or Network Video Recorder (D/NVR) 

• D/NVR should be password protected but: 

• All Managers should have access to the CCTV system on a commonly known password and to be able to extract 

images upon request from the Police/Garda or statutory authority 

• The level of access given to Managers should restrict functionality to the review and recording of images 

• Managers should not have a level of access that gives them access to the System settings 

D/NVR set up 
• All units should achieve a minimum of 21 days recording (recommended 31 days). 

In many locations a Premises Licence will be in operation and it may be a stated 

Condition of the Licence that a greater number of days recording is required, 

normally this is 28 or 31 days. 

• Franchisees should inform installers of any such Premises Licence Condition 

• Cameras viewing the front door should be positioned to give a full identity image 

of the individual as they enter the restaurant (as described in the Home Office 

CCTV Operations Guidance 28/09). This is important to support potential banning 

• Front counter cameras should be positioned to focus on customer activity, not 

the tills, with a particular emphasis on identification of an individual if an incident 

occurs 

• ‘Collection Points’ should also be covered in all restaurants 

Use and access to D/NVR 
• Manager user and access rights are important and all managers should be trained to be able to use the CCTV 

System. However, a balance needs to be struck between allowing functionality that ensures that every Manager can 

comply with licensing requirements to be able to supply images to the Police/Garda, and ensuring that Managers 

cannot interfere with the set-up of the machine. 

• Manager’s user access should allow: 

 • The review of recorded images 

 • The export of recorded images 

 • The ability to cancel error and warning messages from the system 

• Manager’s user access should not allow access to: 

 • Date and time settings 

 • Language settings 

• Remote access settings 

• Erasing or stopping tracks 

• Alteration of network settings 

“All managers must 

be trained such that 

they can use the 

CCTV system to 

identify individuals”. 
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• Alteration to camera settings 

Compliance with the user access rights described above will also help ensure compliance with GDPR requirements. 

Camera quality and positioning is key. There is little value to be had investing in a quality recorder if the images that 

are fed to the recorder come from sub-standard cameras. Equally, there is little value to be had investing in quality 

cameras but not using these to cover the vulnerable areas of a restaurant. Franchisees should consider installing or 

enhancing cameras that specifically cover areas of the restaurant that see the highest frequency of Anti-Social 

Behaviour. Business Managers should discuss any concerns or changes in camera coverage with the RSG. 

Camera setup 
• Cameras should be set to record on motion detection and not permanent recording or timer recording 

• It is important when using motion detection that areas such as TV monitors and PC screens are removed from the 

motion detection system to maximize Hard Disk capacity  

• Areas outside of the boundary of the restaurant should also not be recorded due to GDPR considerations 

• It is important that any PIN Entry Device units (credit card readers) installed on the counter or Kiosks have the 

keypad obscured using a privacy zone. Under no circumstances must the keypad be visible nor recorded  

• Camera positions and suggested settings are detailed below. While not all cameras will have an Anti-Social 

Behaviour focus, a holistic approach to camera coverage should be considered for Franchisees and Business 

Managers to create an environment that allows responsible management. 
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Camera designation 
• Cameras used for ‘Identification’ should be set to a high quality and 

should include front door and front counter cameras 

• Cameras used for ‘Observation’ can be set to medium quality and might 

include cameras in the office and crew rooms 

• Cameras offering only an overview can be set to medium quality but 

should have a restricted bit rate, these could include Drive-thru cameras 

• Cameras used in areas specifically prone to Anti-Social Behaviour 

should be of ‘Recognise’ quality. 

Public Awareness Monitors 
These are important to visually demonstrate to individuals entering the 

restaurant that a CCTV system is used in the restaurant. It should 

demonstrate that the system is of sufficient quality to identify and 

recognise them and any Anti-Social Behaviour that they might exhibit. This has been proven to deter many 

individuals from behaving inappropriately. Whilst effective as a control for Anti-Social Behaviour, 

Public Awareness Monitors can be aesthetically displeasing and negatively impact on the look and feel of restaurant 

design schemes. In order to strike a balance, Public Awareness Monitors should normally be no larger than 27” and 

restricted to just one monitor in the queue area or by the front door. Positioned in one of these areas the monitor 

should be visible to everyone using the restaurant. 

CCTV Installers 
There are a number of approved installers, contact details of these installers are available to Franchisees considering 

upgrading their CCTV systems in response to incidents of Anti-Social Behaviour.  

 

 

  



 

P a g e  25 | 58 

 

1. b Low Light CCTV 
Individuals or groups often engage in Anti-Social Behaviour in areas around the restaurant where light levels are 

low. Typically these areas are external and conventional CCTV cameras do not provide the quality of images 

needed to identify individuals or for evidence in the event of enforcement action. 

There are several low light CCTV cameras available in the marketplace. RSG advises Franchisees to install the 

Dallmeier CCTV system as specified for use in McOpCo restaurants. 

Nightline CCTV Cameras are specifically designed to capture high quality images in very low light levels, often just 

using ambient light. These cameras are ideal for external use in areas around the restaurant where Anti-Social 

Behaviour may occur but where there is limited light, making normal CCTV cameras ineffective. 

These areas may include: 

• Alleyways around an In-store 

• Patio areas with low light levels 

• Back yard areas with low light levels 

Nightline cameras are manufactured by Dallmeier and are fully compatible with McOpCo approved CCTV systems. 

The images below illustrate the difference between a standard low light camera image, on the left, and the image 

provided by a Nightline camera, on the right. 

Franchisees wishing to install a Nightline camera should contact their CCTV installer and specify a Dallmeier 

Nightline camera. 
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1. c StaffSafe AV 

Using StaffSafe AV 
Serious incidents and criminal disorder are thankfully rare occurrences in our restaurants but lower level, persistent 

Anti-Social Behaviour is becoming increasingly common. One of the key tools for managing Anti-Social Behaviour 

is a monitored ‘panic’ alarm system that supports our employees and our customers. StaffSafe is installed as 

standard in all McOpCo restaurants and Franchisees are advised to install this equipment. The equipment has 

proved effective, the monitoring station operatives have several years of experience of intervention within the 

McDonald’s environment, and Franchisees can benefit from nationally negotiated rates. 

StaffSafe Audio/Visual (AV) enables you to raise an alert to an external monitoring station. Operators at the 

monitoring station will be able to hear what is being said and in most cases will be able to dial into the restaurant’s 

CCTV system and also see what is happening. Visual capability is only possible using the McDonald’s Network if the 

CCTV system uses the recommended Dallmeier D/NVR or a stand-alone transmission device/separate broadband 

line. The StaffSafe operator will be able to make verbal announcements and actively assist in remotely managing 

incidents. This is particularly useful if trying to manage Anti-Social Behaviour as it potentially removes the need for 

employees to engage directly with individuals or groups displaying anti-social behaviours. 

The monitoring station can also call for the emergency services to help deal with serious incidents. 

Mechanics 
The StaffSafe system consists of four elements: 

• The main control panel – which will be fixed to a wall at the end of the front counter, this unit contains a 

microphone and all of the main electronics 

• 3 x Grey Activation Buttons – These mobile units should be worn by the Shift Manager and Customer Experience 

Leader on either their belt or wrist. When the Grey trigger is activated the StaffSafe panel contacts the call centre 

immediately. The normal music playing in the restaurant will be automatically stopped and a two tone siren will be 

activated. The monitoring station can then hear what is being said and will dial into your CCTV system so that they 

can see what is happening also. The Shift Manager will then be able to speak with the operator via the control panel 

on the front counter. 

• 1 x Red Activation Button – This should be given to employees working outside of the building. This is a long-range 

unit and will activate the StaffSafe system from arrange of up to about 100 metres. When the RED trigger is 

activated the panel does not contact the control centre immediately, the panel on the front counter will make an 

audible alarm tone to alert the Shift Manager that the person wearing this trigger needs assistance. At this point the 

Shift Manager should look to ascertain what assistance this person needs. After 1 minute the panel will then 

contact the control centre and the normal music playing in the restaurant will be automatically stopped and a two 

tone siren will be activated. The monitoring station can then hear what is being said and will dial into your CCTV 

system so that they can see what is happening also. 

• The Green activation button on the control panel – This button can be pressed to signal to StaffSafe to play a 

warning script specifically in relation to Anti-Social Behaviour, see additional measures section below 

When any of the activation buttons is pressed, a signal is sent to the main control panel. The control panel then 

places a call directly to the external monitoring station. The music playing in the restaurant will be automatically 

stopped and the monitoring station can then hear what is being said. The monitoring station can then also make 

announcements via the restaurant speaker system. These are live announcements, not recordings. 

Employees will be able to talk to the monitoring station to give them information via the control panel situated on 

the front counter. The operator at the monitoring station will then determine if any further action is necessary and 

relay this to the employee. Whilst the monitoring station can usually see what is going on in the restaurant via the 

CCTV, it is still important that the employee gives them as much information as possible as this will help them 

manage the situation quickly and effectively. The employee should consider; who, what, when, where, how? 

Additionally, employees should: 

• Keep talking to the operator, let them know what is going on 
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• Engage with the customers. Once the incident has been dealt with, this can be an opportunity to go and reassure 

genuine customers 

• If the red activation button is used by staff outside the restaurant, the manager must first find out what the issue 

is and advise the monitoring station accordingly 

External Speakers 
Where problems persist outside of the restaurant, potentially on the Patio Area, an external speaker can be fitted. 

This should only be considered in a non-residential area and may require approval from a Licensing Officer or the 

Local Authority. 

Recordings 
All audio activations from StaffSafe are recorded and saved at the Call Centre. This means that all incidents can be 

reviewed after the event in order to determine any learns. Recordings can also be passed to the Police/Garda as 

evidence. Franchisees should make any requests for audio recordings directly to StaffSafe (+44 1387 702388). 

Requests from McOpCo Business Managers should be made through RSG. 

FAQs 
When should StaffSafe AV be used? 

We recommend that you use the unit whenever needed. It is there to help you and there are no penalty costs. The 

system achieves the best results if it is used as a situation develops rather than once a situation has already 

escalated. 

Why do we recommend the use of StaffSafe AV? 

RSG is constantly looking for ways to make our employees and customers feel safe when in our restaurants. We 

know that this system will give you valuable assistance when dealing with incidents. It also sends a clear message 

to our customers and employees that we value their safety and we are willing to invest in technology to achieve 

this. While we recognise that StaffSafe AV is not a cure-all, it does have a proven track record of helping restaurants 

manage Anti-Social Behaviour and the more serious incidents that happen less commonly. 

Should we make test calls? 

It is recommend that managers perform test activations on the system on a monthly basis. This can be done by 

simply activating the system and then telling the operator that it is a test call. Further, it is recommended that any 

managers who may be unfamiliar with the system make a test call as this way they can better understand how it 

works and gain confidence in the system. 

What happens if someone is using the phone when an activation button is pressed?  

The StaffSafe AV unit is designed to override any active phone calls. The unit will automatically cut off any call in 

progress and then place the call out. 

Is StaffSafe AV simply an Anti-Social Behaviour tool or are there other benefits? 

The monitoring station operators are highly trained and experienced. They will be able to make calls to any of the 

emergency services. For example, if there is a medical emergency in the dining area, then the operators will be able 

to call the ambulance service whilst employees provide first-aid. 

Used in combination with a Dallmeier D/NVR, StaffSafe AV can be a stepping stone to StaffSafe Integrated that is 

used by McOpCo to audibly and visually monitor intruder alarm activations. The ongoing costs of which typically 

represent saving on most Alarm Receiving Centre (ARC) costs.  

How far from the speaker can the operator hear what is going on in the restaurant? 

Two to five meters. During busy periods the background noise level in a restaurant can be very high and this 

reduces the distance. 

What if we lose an activation button?  

New buttons are available from StaffSafe (+44 1387 702388). These must be individually programed by StaffSafe as 

they are coded and unique to individual restaurants. 
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What if an activation button is pressed by accident? 

Just tell the monitoring station that this is a false activation. There will be no penalty charge for this.  

How long will the batteries in the activation buttons last? 

Under normal conditions the batteries will last for three years and are replaceable. 

Are the activation buttons water proof? 

The buttons are water resistant but not water proof. 

The unit appears not to be working, what do I do? 

Check that the LCD display on the front of the unit is on. Try making a test activation with one of the buttons. If this 

fails then press the large red button on the front of the unit. If after pressing this button nothing happens, call 

StaffSafe (+44 1387 702388). 

Does the unit have a warranty? 

The control unit comes with a 1 year warranty as standard. This warranty does not cover deliberate or accidental 

damage. Any repairs to the unit outside of the warranty will be charged. 
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1. d Prevention of Drug Misuse 
Substance misuse (drugs, alcohol and solvents) itself may constitute Anti-Social Behaviour and action should be 

taken to prevent this in the restaurant. Additionally, individuals under the influence of drugs often act less rationally 

than expected and managing anti-social behaviour shown by these individuals can be more hazardous. 

Certain restaurants can attract drug users due to their location, layout or toilet facilities. Restaurant management 

teams must be alert to the possibility of illegal drug use and drug dealing taking place in or around their restaurant. 

There are often indicators in the restaurant to suggest drug use, these can include: 

• Burn marks on toilet seats 

• Scratch marks on toilet seats or baby changing units 

• Burnt silver foil in toilet areas 

• Cling film debris found in toilet areas 

• Discarded sugar packets found in toilets and excessive sugar packets being removed from condiment bars 

• Discarded or hidden hypodermic needles found in and around the restaurant 

• The same cars parked in the restaurant car park for prolonged and frequent periods throughout the day without 

the driver leaving the vehicle 

If a problem is identified, the management team must act consistently and apply a consistent strategy to deal with 

the problem. 

It is important to keep a daily record of incidents, using the Incident Log (available to order from PROMPT) to 

highlight the nature and extent of the problem. This can help identify trends in the day parts and times when drug 

abuse is evident. It will also form a crucial part of the evidence gathering process that the Police/Garda will expect if 

you seek their assistance. 

Tactics to prevent drug misuse include: 

• Regular and detailed checks of toilets throughout the opening hours by managers. This could include additional 

Travel Paths to check toilet areas every 15 minutes. Increased checks act as a deterrent to anyone wishing to use 

the toilets for any form of drug activity 

• Consistent monitoring of the situation and recording of issues identified 

• Effective CCTV coverage of the toilet door area. This will help when building up an intelligence log to partner 

effectively with the Police/Garda 

• Fitting a temporary Public Awareness Monitor outside of the customer toilets. This can be a deterrent to anyone 

wishing to deal drugs or use our toilets to take drugs 

• Consider saloon style cubicle doors in toilets where drug activity has been identified. This will help deter anyone 

from using the toilets to take drugs and will also help identify anyone who is unconscious in the toilets due to drug 

misuse. 

• Ensure that there are no areas in the toilets that can be used to hide drug taking equipment e.g. loose ceiling tiles, 

open toilet roll holders or access panels 

• Access control on toilet doors should be considered but be aware that ‘tail-gating’ can reduce the effectiveness of 

this investment – Contact RSG who can give more details on access control. 

• If the problem persists in the overnight/Licensed period, consideration should be given to closing toilet facilities 

providing the Licence will allow this 

• Banning of known individuals may also be considered 

• Contact the local Policing/Garda Team to highlight concerns and share the actions already taken. Encourage the 

Police/Garda to work in partnership to help you resolve the problem 

A sharps disposal kit must be available in the restaurant and managers must know how to deal safely with 

discarded needles. Employees should be reminded not to touch discarded needles and to take extra care when 

cleaning customer toilet areas or other parts of the restaurant where needles may be discarded or hidden. 
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Drug use and drug dealing is a criminal offence and should be reported to the Police/Garda. However, you should 

be able to demonstrate the proactive measures you have taken to try and address the issue as there is an 

expectation to reasonably prevent criminal behaviour in the restaurant. 
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Toolbox: Section 2 – Taking Ownership 
2. a  Police Powers 
Anti-Social Behaviour should not be ignored either in or around the restaurant. Not only is Anti-Social Behaviour likely 

to adversely affect employees and customers, it can also lead to Police enforcement against the restaurant. 

The Police have a range of powers that can help you deal with Anti-Social Behaviour, but they increasingly expect 

businesses to act responsibly and take a lead on managing Anti-Social Behaviour. Businesses that fail to lead are 

beginning to see Police enforcement taken against them. 

Below are just some Police powers that may be exercised against a restaurant if Anti-Social Behaviour is allowed to 

escalate: 

• Section 76 (Closure) of the Anti-Social Behaviour, Police and Crime Act 2014 gives Police, and others, the power to 

close premises which are allowing persistent Anti-Social Behaviour. Several of our restaurants have been threatened 

with this power. 

• Community Protection Notices (CPNs) could be used against Franchisees or Business Managers, leading to a 

criminal conviction, serious reputation damage and restaurant closures. 

• The Premises Licensing Act 2005 allows responsible authorities to review a licence where a licensed restaurant is 

deemed to have failed to Prevent Crime and Disorder. The review can lead to a loss of the licence, a reduction of 

trading hours between 11pm and 5am and/or the imposition of conditions that may adversely impact the profitability 

of the restaurant 

Conversely, the Police have a number of powers that they can use to help us tackle the problem of Anti-Social 

Behaviour. Gaining Police assistance is most likely and effective when Franchisees and Business Managers 

successfully engage in a partnership approach to dealing with Anti-Social Behaviour. Police powers include: 

Breach of the Peace 
Breach of the peace is an old common law concept which is used to prevent unlawful violence against people or 

property. A breach of the peace is not a criminal offence in itself, however special powers exist for the purpose of 

stopping or preventing anyone from breaching or threatening to breach the peace by committing unlawful violence. 

Actions which harm another person, or harm his property in his presence, or actions which are likely to provoke such 

harm, constitutes a Breach of the Peace. The breach of the peace may occur in either public or private. Generally, the 

police have three options: to attempt to defuse the situation and resolve it without using one of their common law 

powers, to use their common law powers of arrest, or to use their common law powers of entry. 

Intentional Harassment, Alarm or Distress - Section 4A Public Order Act 
The person, to be guilty, must intend to cause harassment, alarm or distress to another person and doing so must 

act in a way which is abusive, threatening or insulting. This includes, words, behaviour, and even written signs or 

other representations. The maximum sentence is 6 months imprisonment. The offence can only be heard in the 

Magistrates Court. 

Threatening, Abusive or Insulting Behaviour - Section 5 Public Order Act 
This offence involves the use words, behaviour, and even gestures or signs where the defendant is of the opinion 

that someone may be within hearing. A general defence of the behaviour being reasonable in the circumstances may 

be available to the defendant. As of January 2014, the government has announced plans to remove the word 

‘insulting’ from the definition of the offence. 

• Criminal Behaviour Orders (CBOs) can be served on individuals by the Court and these normally carry a power of 

arrest if breached. 

• Dispersal Notices can be issued, banning a group of known offenders from an area and allowing the Police/Garda 

to move them on, or arrest them if they refuse. 

Additional guidance is available to Franchisees and Business Managers giving advice on how to build effective and 

supportive partnerships with the Police. 
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2b  Garda Powers 

Section 5 Criminal Justice (Public Order) Act 2003 - Closure Order of a catering premises 

Application from a Garda not below rank of Inspector to a District Court. Disorder or noise as referred to in subsection 

(1) of section 4 of the above-named Act has occurred and is likely to recur, and that the making of a closure order is 

necessary to prevent the recurrence of the disorder or noise. 

Criminal Justice (Public Order) Act 1994 
This act provides Gardaí with powers to enforce policing of anti-social behaviour and breach of the peace. The 

following sections are most commonly used but not limited to Gardaí responding to anti-social incidents. 

Section 4 - Criminal Justice (Public Order) Act 1994 
Makes it an offence to be intoxicated to such an extent that a person is in danger of others or themselves. 

Section 5 - Criminal Justice (Public Order) Act 1994 
Makes it an offence for anyone in a public place to engage in offensive conduct: 

 Between the hours of 12 o’clock midnight and 7 o’clock in the morning next following; or  

 At any time, after having been requested by a member of An Garda Siochana to desist.  

Offensive conduct is unreasonable behaviour which is likely to cause serious offence or serious annoyance to other 

people. The purpose of this offence was to deal with the types of disorderly behaviour which falls short of threatening 

behaviour but could nevertheless adversely affect the quality of people’s lives. 

Section 6 - Criminal Justice (Public Order) Act 1994 

Makes it an offence for any person in a public place to use threatening, abusive or insulting words or behaviour with 

the intention of causing a breach of the peace.  

Section 8 - Criminal Justice (Public Order) Act 1994 
Provides Gardaí with powers to direct a person who is engaging in anti-social behaviour or likely to engage in anti-

social behaviour to desist in such behaviour and leave the area immediately. Makes it an offence to not comply with 

the Garda direction. 

Section 9 - Criminal Justice (Public Order) Act 1994 
Makes it an offence for anyone without legal authority or reasonable excuse, who wilfully prevents or interrupts the 

free passage of any person or vehicle in any public place. 

Section 10 – Non Fatal Offences against the Person Act, 1997 (Harassment) 
Makes it an offence for any person who, without lawful authority or reasonable excuse, by any means including by 

use of the telephone, harasses another by persistently following, watching, pestering, besetting or communicating 

with him or her. 

Anti-Social Behaviour Orders (ASBO) 
The Criminal Justice Act 2006 provides for proceedings to be taken by Gardaí against adults who engage in anti-

social behaviour. Anti-social behaviour occurs where a person causes or, in the circumstances is likely to cause, to 

one or more persons who are not of the same household as the person: 

 Harassment or  

 Significant or persistent alarm, distress, fear or intimidation or  

 Significant or persistent impairment of their use or enjoyment of their property.  

In such circumstances, Gardaí can issue ASBOs which remain in force for 3 months. 
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2. c Loitering 

 

For the purposes of this guidance, loitering means to linger or hang around in a public place or business where 

someone has no particular or legal purpose. This can become both a nuisance and a hindrance to the normal course 

of business. Worse, loitering can also be associated with Anti-Social Behaviour both by individuals and groups. By 

definition, loitering is a function of time. The more time an individual or group spends in the restaurant the more likely 

they are to display anti-social behaviours. 

The experience of restaurants is that individuals or groups are likely to get bored over time and misbehave. Equally, 

individuals or groups are likely to get settled and less inclined to move on, wanting to make the restaurant a base that 

they will move on from only when they want to. To this end, preventing loitering can be a key to preventing Anti-

Social Behaviour. 

McDonald’s does not recognise a set time limit for customers to remain in the restaurant. As a result, Franchisees 

and Business Managers are free to evaluate on a restaurant by-restaurant, shift-by-shift basis when an individual or 

group has overstayed their welcome. This approach allows flexibility for Franchisees and Business Managers. 

The important thing is to identify loitering and ask the individual or group to move on before they begin to display 

anti-social behaviours. 

Most individuals or groups will move on if asked to do so. However, Section Three offers specific guidance on safely 

and effectively approaching individuals and groups that employees want to move on. Guidance on Homelessness 

can be found here and guidance on Physical Interaction can be found here. 
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2. d Reporting / Tracking 

ASB Incident Management 
The term Anti-Social Behaviour in this guidance is taken to mean behaviour likely to cause harassment, alarm or 

distress to one or more persons. Examples that can be experienced in McDonald’s include rowdy or inconsiderate 

behaviour by intoxicated individuals, groups of young people, and people begging. 

Individuals, groups and circumstances are always different so it is important to assess every situation before 

approaching people and before taking the steps set out below. Remember, do not put yourself or others at risk. 

The guidance below outlines best practice when approaching individuals or groups that you consider responsible 

for Anti-Social Behaviour in your restaurants. This approved guidance complements Conflict Resolution training and 

it is recommended that only those employees that have completed Conflict Resolution eLearning engage with 

individuals or groups responsible for Anti-Social Behaviour. 

General points when approaching individuals and groups: 

• We will be more successful managing young people if we are reasonable and fair (even when we need to be firm). 

• Avoid embarrassing, humiliating or shaming anyone – young people are especially sensitive to this in front of their 

peers 

• Focus on the behaviour that needs to stop – do not judge or criticise the person 

• People who are intoxicated can be less inhibited in their behaviour, unpredictable and more difficult to 

communicate with 

• Only a minority of homeless people present challenges such as overstaying and begging, and it is important always 

to remain polite and respectful 

• Be proactive in reducing problems before they become an issue 

5 Step Method for Managers 
It is often very intimidating for a manager to approach a large group and ask them to leave, so the managers should 

follow the steps below, keeping dialogue to an absolute minimum. This results in the manager delivering a message 

rather than a conversation which in most cases results in the group trying to antagonise the manager. 

Remember to assess each situation and set of circumstances before taking these steps to ensure you are not placing 

yourselves or others at risk through escalating it. 

1. Approach the person or group in a calm and respectful manner and explain the behaviour that is a concern (be 

specific e.g. playing loud music) and ask them to stop. Whilst it is important not to get drawn into debate, you can 

explain why i.e. it is not fair on other customers and that you will have no option but to ask them to leave if the 

behaviour continues. 

2. If the behaviour of concern continues you should approach again and explain that 

as the behaviour has continued you have to require them to leave the premises. 

Inform them that if they do not leave you will have no choice but to take further 

action. As in Step 1, keep the dialogue to a minimum and leave the area once your 

request has been made. You can let them ‘have the last word’ as they are leaving as 

they are doing what you have asked and you should not get into an argument. 

3. At this point if the person or group has not left you should ask them again to 

please leave as they haven’t changed their behaviour. If they refuse to leave you can 

inform them that you have no option but to press the assistance button. 

Be clear with them what this does, i.e. That if you press it the CCTV footage and 

audio footage will be recorded and passed to the Police/Garda and used to either ban them from the restaurant or 

used by the Police/Garda to prosecute them. If the person/s still refuse to leave the restaurant, activate the Staff Safe 

system at this point, inform the Operator at the call centre that you have requested that an individual/individuals stop 

whatever form of ASB they have been indulging in and they have refused so you have requested they leave the 

restaurant and they have again refused. Staff Safe will now take over the management of this situation and the 

dialogue between the member of staff and the person/s is over. Staff Safe will now request that the person or group 

“Keeping dialogue to 

an absolute 

minimum. This 

results in the 

manager delivering a 

message rather than 

a conversation”. 



 

P a g e  35 | 58 

 

leave the restaurant immediately and they will also warn them that refusal to leave the restaurant will result in the 

Police/Garda being dispatched to the restaurant. 

4. In the unlikely event that the person or group has not left the restaurant the Staff Safe Operator will be empowered 

to contact the Police/Garda who will be dispatched to the restaurant. In the majority of cases the person/s will leave 

prior to Police/Garda coming but it is important that staff do not get involved in any further dialogue with the person 

or group as this could potentially lead to an escalation of the situation and confrontation. 

5. In the majority of cases by the time the Police/Garda arrive on site the person or group has left and the situation is 

over. However, it is vitally important that we give the Police/Garda a full overview of what happened and why we felt 

the need to contact the Police/Garda. We must document all the details in our incident log book and use our CCTV 

to identify the individual(s) to the Police/Garda and provide copies of CCTV footage as required. With the support of 

the Police/Garda, the individuals who indulge in ASB within our restaurants and cause disruption and distress to our 

staff and customers, can be identified and banned from the restaurant. It is crucial that all our staff uphold and 

enforce banning these individuals. 

Post ASB incidents Actions 
This encourages consistency, after the anti-social behaviour incident the following actions should be considered; 

1. It is recommended that all incidents, however insignificant, should be recorded in the Incident Log. Incident Logs 

can be ordered from Prompt 

2. It is recommended that the Incident Log is reviewed weekly and discussed at a Manager’s meeting. The main 

culprits should be identified and Banning Letters given to the Police/Garda. Full guidance on banning can be found 

here 

3. If required the Police/Garda should be encouraged to issue the Banning Letter through a home visit. 

4. It is recommended that a ban is issued due to aggressive, abusive or threatening behaviour or any damage to the 

restaurant or staff property. It may be issued following one particular incident of anti-social behaviour or due to the 

accumulation of incidents of unacceptable behaviour over a period of time 

5. It is recommended that a review of the Incident Log and current Banning Letters should be done weekly at 

restaurant level and monthly with the Police/Garda and a file kept with copies of all Banning Letters and images of 

offenders kept securely to comply with GDPR requirements. Guidance on this can be found here 

6. Finally, you should consider working with any other McDonald’s in the area to ban the individuals from all 

McDonald’s in the area. This should prevent the issue moving to another nearby McDonald’s. 
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Toolbox: Section 3 - Awareness 
3. a Homelessness Guidance 
Roughly 250,000 people approached their Local Authority annually for homelessness assistance. This figure does 

not include individuals sleeping rough, squatting or living on common ground. This is a challenge for society and 

McDonald’s is sympathetic to the issues raised. Given the number of individuals affected by homelessness it has to 

be expected that people who are homeless or sleeping rough will occasionally use our restaurants. 

At McDonald’s we aim to provide a welcoming and safe environment for all 

customers. However, if the behaviour of any individuals in or around the restaurant 

impedes our ability to provide this environment then the Franchisee or Business 

Manager should take reasonable and appropriate steps. 

Homeless visitors are entitled to visit McDonald’s restaurants and in the vast 

majority of cases, such visitors do not cause any problems. However, it is our 

experience that in some cases homeless visitors may cause distress or discomfort 

to other customers or employees. 

Behaviours that may cause Distress or Discomfort 
Unwanted or adverse behaviours that would warrant management intervention 

may include: 

• Abusive or threatening behaviour towards other customers or employees 

• Begging for food or money inside or directly outside the restaurant 

• Checking waste bins for stickers or vouchers 

• Using the toilets as washing facilities 

• Sleeping in or around the restaurant, including the bin areas 

• Sitting inside the restaurant without making a purchase for an excessive period of time 

• Spending an excessive amount of time in the restaurant after purchasing food/drink 

Guidance on loitering can be found here. 

Managing Adverse Behaviours 
The Shift Manager must ensure that the person involved is dealt with in a professional and consistent manner. 

When dealing with any conflict situation the Manager should adopt the SAFER® and POPS™ dynamic risk 

assessment models described in the conflict resolution elearning modules. 

Managers should be aware that, for some people, homelessness is not just a housing issue but something that is 

inextricably linked with complex and chaotic life experiences. Mental health problems, drug and alcohol 

dependencies, street culture activities and institutional experiences (such as prison and the care system) can be 

closely linked with the more extreme experiences of homelessness. 

The Manager must also be aware that some customers will naturally feel sorry for an individual who appears to be 

homeless and may wish to intervene to support them: 

• The Manager must acknowledge any concerns that these customers express and explain to any concerned 

customers that an individual is being challenged due to their behaviour and not due to their personal circumstances. 

• If a customer wishes to buy an individual a meal when they have been asked to leave, they may do so but it must be 

made clear that the order will only be honoured as a take-away meal. The individual will still have to leave the 

premises. 

• If a customer expresses concerns about the way in which an individual is treated by staff then they should be 

referred to Customer Services. 

Guidance on dealing with a specific incident 
• The Manager should speak with the individual concerned, using their customer service skills. 

“The Shift Manager 

must ensure that the 

person involved is 

dealt with in a 

professional and 

consistent manner”. 
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• Make it clear to the individual that his/her behaviour is not acceptable. 

• If their behaviour does not change, the Manager should ask the individual to leave. Again, explain that the reason 

for their being asked to leave is due to their behaviour. 

• If it would assist, the Manager should activate The StaffSafe system, where installed, to assist in removing the 

individual. If the individual refuses to leave, or becomes aggressive or violent, then Police/Garda assistance should 

be requested. Managers should not attempt to forcibly remove an individual, guidance on the Use of Force is 

available here. 

• Once an incident is over, the Manager should reassure customers in the dining area, being clear on the reasons why 

an individual has been asked to leave e.g. due to their behaviour, not their appearance or social group. 

• For any incident in which an individual is asked to leave or is removed then an EIRF should be completed and the 

Franchisee or Business Manager informed of the incident. 

General Guidance 
• In some cases individuals may ask for water to be supplied. Restaurants should honour these requests were 

practical. However, there is no legal requirement to supply hot water and as such the Manager may refuse such a 

request. 

• Managers must also be aware that as an organisation, McDonald’s has a duty of care towards vulnerable individuals. 

Homeless individuals would fall into this category. Franchisees and Business Managers should make reasonable 

attempts to provide support by contacting the relevant UK /ROI charities (see below). 

Support for Homeless Visitors 
• It is recommended that Managers report any homeless individuals they have concerns about to the local support 

organisations listed below. These organisations may be able to offer direct specialist support to individuals 

identified. 

• It is recommended that your local neighbourhood Policing team are made aware of any issues that you are 

experiencing. 

• In an area experiencing persistent problems relating to homelessness, Franchisees and Business Managers should 

engage with local stakeholders e.g. the Council or Social Services for help in dealing with the issue 

Contact details for Support Organisations 
In England, the Street Link service enables any person to report any individual about whom they have concerns, local 

charities may then offer that individual direct support. Whilst the Street Link service is only available in England, the 

charity Shelter will be able to offer local advice to stores in Scotland and Wales. At a national level your local Council’s 

Housing Advice Service will also be able to offer advice on local charities who can help. 

England 

Street Link - 0300 500 0914 or www.streetlink.org.uk/tellus-about-a-rough-sleeper 

Wales 

Shelter Cymru - 0845 075 5005 

Scotland 

Shelter Scotland - 0808 800 4444 

Northern Ireland 

Contact your local Council’s Housing Advice Service 

Ireland 

In Dublin please call the Focus Ireland Central Placement Services Freephone number:  1800 707 707 

In ROI Contact Salvation Army 00351 874 3762 email Info@salvationarmy.ie 

Outside Dublin please check with your local council office     
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3. b Use of Force Guidance 

Use of Force Guidance 
This section gives guidance in relation to employees physically interacting with customers or ‘trespassers’, those 

illegally entering another person’s property. In this case, entering a restaurant having been told they are not welcome. 

There is no definitive policy in this area as the nature of each incident or situation will vary too widely to be covered 

by a ‘one size fits all’ policy approach. While the law is slightly different in Scotland to England, Wales, Northern Ireland 

and ROI, similar principles broadly apply  

Considerations for the Use of Force 
This guidance seeks to help employees be aware of: 

• The risks associated with the use of force 

• Occasions when force may be necessary and lawful 

• Key considerations in the justification of any use of force 

• Reporting and support considerations 

Risks with the Use of Force 
It is important to recognise that any application of force on another person without their consent or lawful excuse 

maybe an assault. This can result in arrest, prosecution and/or disciplinary action. 

Even where touching another person is lawful, it may escalate the situation and place you, the person you are 

dealing with, colleagues and customers at increased risk of harm. 

Using force may be brand damaging, even if lawful. 

Occasions when the Use of Force may be necessary and lawful 
Self Defence:  
Self-defence is acting to protect yourself or others from assault.  

In the rare event of an employee coming under attack from another person, the 

employee can defend him/herself. An employee can also protect another 

employee, or other person such as a customer, from an assault. However, every 

situation is different and just because you may use force it does not mean that you 

should. For example, it may create greater danger by escalating an incident. 

Employees are advised that they should only ever use force in exceptional 

circumstances, and then only when all other options have been explored and 

exhausted. If an employee feels threatened and at risk of being physically assaulted 

they should walk away from the situation. 

A person will only be justified in the use of force in self-defence if he or she has a 

genuine and honestly held belief that there is an imminent danger which justifies 

the force being used. The force used must be reasonable on the basis of that belief. 

Employees do not have to wait to be assaulted, they can act proactively to prevent it. However, they need to be able 

to justify this and explain why they did not choose other options, including walking away. It is important to remember 

that it is about the employee. The employee must have an honestly held belief, the employee must act reasonably 

and proportionately, and the employee alone will be responsible and accountable for their actions. 

Getting a person to leave the restaurant: 
The law allows the use of reasonable force only if that force is absolutely necessary to remove a ‘trespasser’ from a 

restaurant. The general guidance to employees is not to use force to remove a trespassers it could place the 

employees at risk of assault and/or result in accusations that the employee assaulted the trespasser. It is always best 

to persuade a person to leave through the use of verbal and non-verbal skills. If they refuse, it may be appropriate to 

request a Police/Garda response. However, the Police/Garda are not obliged to remove a trespasser from private 

property. You should expect the limit of police/Garda involvement to be ensuring that there is no breach of the peace 

i.e. that neither party unnecessarily escalates the incident. 

“It is important that 

any use of force is 

necessary, 

reasonable and 

proportionate”. 
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Protecting Property:  
Whilst the law does allow you to use reasonable force to prevent damage to property, it should be remembered that 

property can usually be replaced. Our priority is the safety of people over property, so it may better to request a 

security or Police/Garda response in such situations rather than physically intervene. 

Prevention of Crime:  
People sometimes commit criminal offences at our restaurants, including theft and assault. In certain serious 

circumstances you can detain a person you know to be guilty of an offence, or act to prevent one taking place, using 

reasonable force if necessary. However, you are not obliged to do this and, importantly, you are not trained or 

expected to do this. You are advised that this should be left to the Police/Garda or SIA guards. Importantly, you should 

always assess the situation and act to avoid placing yourself or others at risk. 
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Toolbox: Section 4 - Partnership 
4. a Agency engagement 

Agency Engagement Best Practice 
If you have already implemented the Anti-Social Behaviour foundation measures but still experience some issues, 

you may wish to start working with the Police/Garda and potentially other partners, to help you manage Anti-Social 

Behaviour. 

Banning of individuals should be considered a ‘last resort’ and further guidance is available here. 

When seeking initial contact with local Policing teams to explore working in partnership regarding ongoing Anti-

Social Behaviour issues, you have a number of options: 

• Engage Police/Garda contacts you may already have 

• Visit your local Police/Garda website to identify the community Police/Garda contacts in your area 

• In the UK use the police 101 non-emergency number to request support 

• In the ROI there is no non-emergency number, for emergency assistance telephone 999 or 112. In less urgent 

situations you should contact your local Garda station 

Once you have identified a Policing team to work in partnership with, explain that you have tried to tackle the Anti-

Social Behaviour issues within your restaurant and now believe that you need to work in partnership with the 

Police/Garda. 

If Banning is to be considered, explain that you would prefer to link with any local scheme they already endorse. 

The police/Garda are likely to want to know: 

• What measures you have already undertaken to deal with the issue 

• What information / local knowledge you may have gathered about the individuals causing the Anti-Social Behaviour, 

including records of incidents, recorded CCTV, names / nicknames and individuals known to employees. It is 

important that you arrange to meet the Police/Garda on a regular basis (ideally monthly) to discuss progress and to 

review intelligence gathered 

• Your planned actions at the restaurant and how they can assist 

• About the McDonald’s Banning Guidance and the physical security measures you have in place (CCTV, StaffSafe, 

etc.) 

Other Partners 
It will also be useful to identify who else can help you with Anti-Social Behaviour issues. The Police/Garda are 

normally the most important contact, but they are often linked to other agencies or groups working to reduce Anti-

Social Behaviour. These can include statutory and non-statutory partners such as: 

• Local Authority officers dealing with Anti-Social Behaviour, often responsible for collating evidence from a number 

of businesses in the area to work on preventing ASB 

• Business Crime Reduction Partnerships (BCRPs), business lead partnerships specifically aimed at reducing local 

crime and disorder issues 

• Business Improvement Districts (BIDs), business partnerships funded from the rates and set up to improve local 

districts 

• Street Pastors / Street Marshals, recognised individuals normally working overnight preventing street disorder or 

supporting the vulnerable 

• Residents’ Associations or community groups 

• Shopping centre or retail park security 

• Schools/Colleges/Universities/Youth Groups/Community Centres 

Each partner might have a role to play in assisting you. Understanding the support they can provide will be useful. 
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NB. Partnership work takes time and effort and you cannot simply expect Police/Garda or others to make Anti-

Social Behaviour go away without contributing to this yourself. 
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4. b Radio Links 
Radio initiatives are provided in many towns and cities to assist retailers. These initiatives may be managed by the 

Police/Garda, Local Authority, or by private businesses and aim to reduce retail crime and Anti-Social Behaviour. As 

the primary focus of the schemes is on retail, restaurants may not get the full benefit of these schemes, but the 

partnership approach to managing Anti-Social Behaviour can prove very useful. 

The main aims of these schemes are: 

• To tackle and prevent retail crime and Anti-Social Behaviour through effective communication and the prompt 

reporting of retail crime, anti-social behaviour and criminal activity; 

• To promote a sense of security for customers and employees; and 

• To improve Police/Garda and business liaison by providing effective 

communications through two-way radio and dedicated online services. 

The schemes usually rent or sell radios or audio equipment with a dedicated 

radiofrequency. Radios can be a useful tool for linking together the members of a 

crime reduction partnership. This hands the initiative to those working together to 

reduce Anti-Social Behaviour. 

Shop Watch 
A Shop Watch scheme is a partnership where retailers work together to prevent 

theft and Anti-Social Behaviour in retail premises, and to help make areas safer for 

customers and employees. Police/Garda support the Shop Watch schemes, as they 

work in conjunction with public safety campaigns and retail crime reduction initiatives. 

The group take action against individuals who repeatedly cause issues. This can range from prosecution to ‘banning 

orders’ where the individual is not allowed to enter any of the premises operated by the members of the Shop Watch 

group for a set period of time. 

The local Police/Garda will be able to give you more information about the Shop Watch scheme running in your area. 

Pub Watch 
Pub Watch is a community based crime prevention scheme for licensed premises and may support restaurants 

trading overnight. It is organised by the Licensees themselves to afford each other confidence and support, as well 

as some form of protection. The scheme, at its simplest, is a message-passing link between Licensees with the 

objective of combatting violence and other criminality. 

Pub Watch also provides better communication between Licensees and Police/Garda, providing a forum for 

discussion. Similar to Shop Watch, Pub Watch is promoted and supported by the Police/Garda and individuals who 

cause issues can be banned from premises and face prosecution. 

More information can be found at 

www.nationalpubwatch.org.uk 

Retail Radio Links 
Retail Radio Link is a private radio communications network for local shops and businesses, linking members of the 

scheme together and with the CCTV Control Room and local Police/Garda. 

Joining Retail Radio Link provides a ‘permanent talk through’ allowing members to hear all calls and speak 

immediately to any one or all of the other scheme members, to share information or alert one another to anything 

which gives cause for concern. For more information, speak to your local council who will be able to provide the 

details of the scheme in your area. 

While membership of these schemes will not guarantee a resolution to Anti-Social Behaviour, it does help 

Franchisees and Business Managers build relationships with the Police/Garda and other businesses. It is important 

to remember that Anti-Social Behaviour does not just disappear, it is more likely to simply be moved from one 

location to another. Those businesses that are part of a radio schemes will aim to displace Anti-Social Behaviour 

problems to businesses outside of the scheme. In this regard membership is always beneficial.    

“It does help 

Franchisees and 

Business Managers 

build relationships 

with the Police and 

other businesses”. 
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4. c Guarding Policy 
McDonald’s sometimes needs to employ manned guarding at our restaurants, 

either as a result of a legal requirement and/or to control access and prevent 

disorder in the restaurant. Unprofessional behaviour by the guards reflects badly 

not only on the guard but also on McDonald’s and can be brand damaging. 

Consequently, McDonald’s needs to ensure that: 

• Guarding is used only when and where it is appropriate 

• Only high quality, professional guards from a reputable company (see below) 

with their own support infrastructure are to be used 

• Only guards trained to Security Industry Authority (SIA) or Private Security 

Authority (PSA) Door Supervisor level are used, this is a higher level than a 

standard Security Guard 

• All guards must carry out their responsibilities to the highest professional standard 

Guards are managed so that: 

• The safety of staff, customers and assets are best ensured; 

• The managerial burden on restaurants is minimised 

• A fair guarding wage is paid that delivers a sustainable, good value service to restaurants – You should expect to 

pay around £14/€16 p/hr 

McDonald’s standards in this area will be protected by adopting the following externally benchmarked criteria; 

• RSG will nominate preferred security guard suppliers on behalf of the system for McOpCo use and as a Franchisee 

discretionary option 

• RSG will monitor the performance of lead security guard suppliers on behalf of McOpCo stores and Franchisees 

• RSG will maintain a light-touch relationship with a select group of other approved suppliers that Franchisees may 

wish to use 

• Alternately, Franchisees might want to use a local supplier. When doing this RSG strongly suggests working through 

the due diligence contained in Annex 2 

• The System must only use security guard suppliers who employ guards who are currently SIA or PSA licensed 

• The system will only use security guard suppliers who are current members of the SIA’s or PSA’s Approved 

Contractor Scheme or ISO 9001 Approved Contractors. 

In the UK the Security Industry Authority (SIA) oversees the regulation of the private security industry under the 

Private Security Act of 2001. The SIA’s remit currently covers England, Wales and Scotland. The SIA has two main 

duties. One is the compulsory licensing of individuals working in specific sectors of the private security industry; the 

other is to manage the Approved Contractor Scheme, which measures private security companies against a set of 

operational and performance standards which are independently assessed. 

In the ROI the Private Security Authority (PSA) is the statutory body with responsibility for licensing and regulating 

the private security industry in Ireland. The PSA is an independent body under the aegis of the Department of Justice 

and Equality. Established following the passing of the Private Security Services Act in 2004, the PSA started licensing 

security contractors in 2006 and security employees in 2007 

Criteria to employ guarding companies 
There are a number of reasons to employ a guarding company at our restaurants: 

• Legislative requirements: usually under the terms of a Premises Licence in relation to extended hours. A licence 

may prescribe the number of guards we must employ and between what hours they must be present at the 

restaurant. Should we fail to observe the requirements of the licence we would be operating illegally and the 

Licensing Authorities, i.e. the Police/Garda and Local Authority would be able to make us close the restaurant and 

could even prosecute us. 

“The restaurant 

management team 

should always attempt 

to deal with issues in 

their restaurant in the 
first instance”. 
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• Assessed Risk requirements: the restaurant’s management team should always attempt to deal with issues in their 

restaurant in the first instance. However, on occasions a restaurant may experience serious or ongoing disorder, 

which is beyond the capacity of the restaurant’s managers to effectively control. Under these circumstances it is 

agreed that the risk to staff or customers warrants the use of guards on a regular basis. 

• Forecast Risk requirements: we may need guards to deal with short term, specific circumstances such as a 

potentially problematic football match, demonstrations etc. In these situations we may need to employ guards only 

for a single shift or at most for a few days. 

• Perceived Risk Requirements: where in the immediate aftermath of a serious security incident, short term guarding 

is required to give staff reassurance; prevent absence; permit retraining and/or the implementation of remedial 

security measures. 

In all cases, the advice of RSG must be sought by McOpCo restaurants before employing security guards. RSG will 

act as a gatekeeper for McOpCo. Additionally, RSG will extend this service to any Franchisee that seeks such advice. 

McOpCo restaurants must not enter into a contractual arrangement with any supplier of security services. 

 

Responsibilities 
 
RSG will maintain a list of lead security guarding companies. These companies will be selected on the basis of 

professionalism, costs and their approved status with the SIA and PSA. 

McOpCo Restaurants will default to one of these companies but may, in exceptional circumstances, use guards 

from other companies if approved by RSG. In selecting the leading security guarding companies, RSG will take into 

account: 

 Previous track record with McDonald’s 

 References from at least two other customers 

 Appearance of guards 

 Geographic coverage 

 Costs 

 Flexibility 

 SIA’s or PSA’s Approved Contractor Scheme or ISO 9001 accreditation 

 Financial stability of the security company 

 The ability of the company to meet McDonald’s requirements as set out in this policy 

Any McOpCo contracts for security guarding will be the responsibility of RSG and Legal Departments 

RSG, having consulted the restaurant management team, will agree the guarding to be employed and will also 

agree the assignment instructions with the Security Guarding Company for each restaurant. The guards will be 

required to comply with this protocol at all times. Some of the requirements of the protocol may be restaurant 

specific but will always include: 

 Scheduled times 

 Number of guards 

 Positioning guide 

 Agreed breaks 

 Food allowances 

 Standards of Appearance and uniform 

 Electronic incident reporting 

 Responsibilities in relation to trash walks 

 Provision of supporting documentation including a Security Guard Log to McDonald’s requirements  

Additionally, RSG will provide Franchisees with a generic Assignment Instructions document –This will be available 

via the Intranet and can also be found in Annex 2. 
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Security Guarding Companies 
• McOpCo approved Security Guarding Companies will be current members of the SIA’s or PSA’s Approved 

Contractor scheme or have equivalent ISO 9001 accreditation 

• McOpCo approved Security Guarding Companies will ensure that only SIA or PSA registered Door Supervisors are 

utilised in McDonald’s restaurants 

• McOpCo approved Security Guarding Companies will ensure that the agreed number of staff are on duty at the 

restaurant at the agreed times 

• McOpCo approved Security Guarding Companies will be responsible for the supervision of their staff at all times 

• McOpCo approved Security Guarding Companies will instruct their staff to conduct themselves within the 

operating protocols agreed between themselves, RSG and the restaurant’s management team 

• McOpCo approved Security Guarding Companies will provide monthly reports to designated McDonald’s staff on 

the extent to which any service level agreements have been met 

• McOpCo approved Security Guarding Companies have the capability to transmit incident reports to designated 

members of McDonald’s staff electronically 

• McOpCo approved Security Guarding Companies will submit electronic invoices promptly to the Accounting 

Centre 

• All McOpCo approved security guards must: 

• Be registered with the Security Industry 

Authority or Private Security Authority at Door 

Supervisor level 

• Display their SIA/PSA badge at all times 

• Wear the uniform provided by the guarding 

company and appear smart 

• Not wear anything that is, or appears to be, 

McDonald’s uniform or insignia 

• Sign in on the Security Guard Log when they 

arrive at the restaurant 

• Sign out when they have completed their duty 

• Enter details of any incident they have dealt in the Security Guard Log 

• Each entry must be counter signed by McDonald’s shift manager 

• Comply with the operating protocol agreed with McDonald’s RSG and the Guarding Company 

Restaurants 
Where security guards are employed in a restaurant the Business Manager must: 

• Monitor guarding performance and report any Assignment Instruction non-compliance to the Supplier 

• Ensure that any security incidents involving the guard are reported internally using the EIRF system 

• An Incident Log should be maintained and details recoded for any incident worthy of note. This Incident Book is 

available from PROMPT (IRB0001) 

• Report any instances of no shows, lateness or unauthorised leaving of the restaurant by the guards to the Supplier 

• The guarding rate will be reviewed regularly and agreed between the relevant guarding companies and RSG. Any 

rate changes will be communicated appropriately 

• All charges in relation to security guards will be the responsibility of the individual restaurant 

McDonald’s staff must never be deployed as a Security Guard. 
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• NB. Should a staff member be injured whilst fulfilling a security role it is possible that McDonald’s (or Franchisee) 

would have failed to comply with a legal duty of care under the Health and Safety at Work Act 1974 in the UK or 

Safety, Health and Welfare at Work Act 2005 in ROI. Any such failure, or omission, may result in prosecution.    
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Toolbox: Section 5 - Tools 
5. a Body Worn Cameras (BWC) 
Body Worn Cameras are video cameras that are worn by a person, usually attached to their clothing or uniform. These 

devices can often record both visual and audio information. They are increasingly used across different sectors, but 

most commonly by law enforcement agencies. 

A BWC system is likely to be more intrusive than a traditional CCTV surveillance system because of its mobility and 

the ability to record conversations. BWC devices have the ability to be switched on or off, but it is important to know 

when and when not to record. 

Franchisees are advised that BWC devices are most effective when worn by their approved SIA guards and not by 

employees. Indeed, BWC devices are not approved for use by McOpCo employees. 

Managers or employees within McOpCo restaurants are not permitted to use any BWC devices. BWCs must only be 

used by approved SIA guards. 

It is recognised that, when used appropriately, BWCs can have a positive effect on those displaying anti-social or 

violent behaviour. However there can be negative impacts if BWCs are used incorrectly by untrained individuals. 

Thus, on balance, the use of BWCs by employees is not recommended to Franchisees, and is not permitted by 

McOpCo employees. 

Benefits of BWC when used by approved SIA guards: 

• Protection. Supports the wearer by promoting confidence and provides a tangible backup in confrontational 

situations 

• Deterrent. Encourages compliance and social behaviour through self-awareness and consideration of implicit 

consequences 

• De-escalation. Verbal notification that recording has commenced often prompts modified behaviour by both 

parties that de-escalates a situation• Safety. Reduces the risk of verbal and physical attacks on workers 

• Transparency. Contributes significantly to the drive for transparency and accountability at the public interface 

• Accuracy. Provides verifiable audio/video reporting including an overview of the scene, time-stamp, verbal 

exchanges, sequence of events and valuable first-account witness statements 

• Time-saving. Minimises lengthy descriptive reports and paperwork 

• Evidence. Footage from body-worn video devices is admissible throughout the judicial chain, increasing the chance 

of a successful outcome and accelerating the judicial process by encouraging early guilty pleas 

• Reduces complaints. Members of the public are less likely to make spurious complaints against workers 

 

RSG has reviewed the moral, legal and commercial legitimacy of BWCs in our restaurants by approved SIA guards. It 

is clear that the use of BWCs across an increasing number of security and enforcement sectors is valid. However, 

the use of this equipment by SIA guards must be proportionate and used incompliance with all relevant guidance on 

GDPR and Privacy Laws. The use of less intrusive methods to address the identified need must be fully considered 

before BWCs are introduced. A review of the Privacy Impact Assessment will show whether the BWC system 

proposed can be justified as proportionate. 

There are a number of reasons to use approved SIA or PSA guarding companies only for BWCs including: 

• Private Security Industries Act. Guarding activity including guarding premises and property against outbreaks of 

disorder or against damage is classed as a ‘licensable activity’ and a ‘front line’ SIA license is required to ensure 

compliance to the legislation. This may include providing a physical presence, or carrying out any form of patrol or 

surveillance, as to deter or otherwise discourage it from happening or to provide information, if it happens, about 

what has happened. 

• Data Control. Information that is collected about individuals is covered by GDPR. The basic legal requirement is to 

comply with GDPR, however consideration must also be given to the wider legislative environment with relation to 
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the Freedom of Information Act (FIA) 2000, Human Rights Act (HRA) 1998 and the Protection of Freedoms Act (POFA). 

We could be liable to prosecution if we fail to comply with any of this legislation. 

• Workplace violence. A risk assessment should help identify whether there is a need for individuals to carry out any 

of the designated activities covered under the Private Security Industry Act 2 001 (see above). All approved guards 

have received additional training in areas of conflict resolution this mitigates the level of risk. This is regulated 

through the Security Industry Authority (SIA) approval system. 

• Customer Perception. McDonald’s is a family orientated restaurant and the use of BWCs by our employees could 

cause unnecessary alarm and adversely affect customer perception of the company. 

Additional information for Franchisees: 
Before the implementation of BWCs within the restaurant, full consideration should be given to the points 

highlighted above to ensure legislative compliance. It is the duty of the Franchisee to ensure full compliance with all 

relevant legislation, and to seek such independent, specialist or legal advice as necessary to meet their obligations. 

Franchisees are advised to utilise BWCs through SIA approved guards. The use of BWCs by restaurant staff must 

be carefully considered and assessed. Points to consider include, but are not limited to: 

• Has the Privacy Impact Assessment been reviewed and can BWCs be justified as proportionate to the needs of 

the business? 

• Has the GDPR Policy been updated and notification submitted to the 

Information Commissioner with the next renewal date recorded? 

• Does the system chosen produce clear images which the law 

enforcement bodies (usually the Police/Garda) can use to investigate 

crime and can these easily be taken from the system when required? 

• Has a local workplace violence risk assessment been completed and 

have suitable and sufficient control measures been documented? 

• Have employees been adequately consulted before introducing 

BWCs? 

• Is adequate information, instruction, training and supervision 

provided to those individuals responsible for using and controlling the 

BWCs? 

• Is clear signage displayed, for example on an individual’s uniform, to 

show that recording is taking place and indicating whether the 

recording includes audio? 

• Is a verbal notification clearly given to the person about to be 

recorded prior to the BWC controller activating the recording 

function? 
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5. b Mosquito 

Use of Mosquito Equipment 
‘Mosquito’ is a brand name for the Mosquito Anti-Loitering Device. This device emits a high frequency sound that is 

generally inaudible to people over the age of 25 but is audible, and considered annoying, to most people under the 

age of 25. 

The concept is that ‘youths’, those under the age of 25, will not want to be in an area where they can hear the Mosquito 

device. This device can be effective but it is indiscriminate, it will be audible to youths and children who are not 

engaging in Anti-Social Behaviour as well as those that are. 

For this reason, the Mosquito is not approved by RSG for use in McOpCo restaurants. 

• The device should only be fitted externally 

• (There are 2 types of device available, The Mozzy, which is 

advertised for internal use, and the Mosquito MK4. The Safety, 

Security & Licensing Department does not endorse the use of The 

Mozzy) 

• The device should only be considered for Drive-thru or ‘Drive-to’ 

restaurants. The device is not considered suitable for High Street/ 

In-store locations due to the potential impact on members of the 

public passing by on a pavement. 

• The device should be fitted with a timer to turn it off after a set 

period of use. 

• The device should only be activated when there is an issue and 

the duration of activation must be limited by a timer that will turn 

the unit off after a pre-defined period of time. 

Used as described above, Planning Permission should not be 

required to install a Mosquito MK4. The use of the Mosquito MK4 

should be recorded in the Incident Log. This will enable the scale of an issue to be assessed as well as the 

effectiveness of the Mosquito MK4 

The Mosquito MK4 is available from Compound Security Systems: 

CSS Ltd, 

10 Criccieth Grove, 

Merthyr Tydfil, 

South Wales, 

CF48 1JY 

Tel: 01685350418 
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5. c Classical Music 
If your restaurant experiences persistent Anti-Social Behaviour originating from groups of youths, you should 

consider using classical music at the times when this Anti-Social Behaviour is most prevalent. 

The experience of having to walk through a group of youths to enter a restaurant or being disturbed whilst in the 

dining area by rowdy teenagers can be unnerving. Groups of youths displaying Anti-Social behaviours can cause 

alarm and distress to other customers, especially the elderly and families. 

The concept of playing classical music is simple. When groups of youths are causing a nuisance, playing music that 

they don’t like will mean they are less likely to want to stay in the restaurant. This should assist in displacing the Anti-

Social Behaviour. 

The effectiveness of this tactic has been tested by Glasgow Caledonian University. Psychologist Dr Raymond 

MacDonald stated “People will often use music as a badge of identification. It is important to their sense of self. So, 

if they’re faced with some music they don’t like they will have a strong adverse response to it and remove themselves 

from that situation”. Importantly, in other research, most other customers stated that they did not notice the 

classical music and were not put off by this. 

Police/Garda forces throughout the UK, ROI and the media have been broadly positive about this crime prevention 

technique, unlike the use of the Mosquito system which is more polarising. 

Logistics 
The introduction of classical music requires very little effort and has no cost, in summary: 

• The music is played over the existing sound system 

• ImageSound can remotely re-programme the playlist 

• ImageSound can remotely set up the days and times 

• Volume can be controlled locally 

ImageSound can be contacted on: 

Email Adelle.Richardson@imagesound.co.uk 

Telephone 01246 572 990 

The introduction of classical music outside a restaurant is more unusual but can be equally effective at displacing 

groups of youths that display anti-social behaviours. However, this does require new hardware and additional cost. 

The system will consist of: 

• Directional external speakers 

• Management facility to turn they system on and off 

• Playlist remotely re-programmed by ImageSound 

• Days and times set up remotely by ImageSound 

• Volume levels that can be controlled internally 

Franchisees can liaise with ImageSound directly. Business Managers are should consult with their Operations 

Consultant or guided by RSG if they believe that the use of classical music would assist in managing Anti-Social 

Behaviours. Restaurants based near to residential housing must consider the impact this may have on residents 

and make a judgement call in whether to install or not  
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5. d Wi-Fi App 

Customer Wi-Fi Suspension 
Anti-Social Behaviour can result when individuals or groups loiter in restaurants using the free customer Wi-Fi. The 

customer Wi-Fi service can be temporarily suspended to deter ASB by following the steps shown below. 

It is important to note the following: 

• Temporarily suspending Wi-Fi will disrupt Wi-Fi service for all customers in the restaurant 

• Wi-Fi suspension must not be used for any reason other than ASB 

• Managers should inform the individuals causing ASB that Wi-Fi has been suspended and ask them to leave the 

restaurant. Managers must read the “5 Step Method” before approaching individuals causing ASB 

The Shift Manager and Customer Care team can minimise complaints from other customers by apologising and 

explaining the reason for the suspension of Wi-Fi. 

To suspend Customer Wi-Fi: 
 

1. Click on the Wi-Fi Cut Off icon on the ISP desktop 

 

 

2. Log in with the restaurant email address and password. 

Passwords will be communicated to you separately. 

 

 

3. Click on the ‘Management’ icon 

 

 

4. Confirm the restaurant details 

 

 

5. Select the length of time the Wi-Fi should be 

suspended for and then click ‘save’ 

 

 

6. Confirmation will be displayed, click on ‘OK’ to 

complete the operation 

 

 

7. The customer Wi-Fi will not immediately cut-out. It will 

take two or three minutes for the cut-out to take effect. 
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5. e Charging Cut-Off 
Many individuals and groups who display Anti-Social Behaviour in restaurants are drawn to restaurants by the 

availability of free Wi-Fi and charging facilities. 

New restaurants are constructed with a switch that allows employees to withdraw the power supply to the sockets 

on the dining area. This may assist in displacing the individuals or groups demonstrating Anti-Social behaviour whilst 

using the charging facilities. 

It is possible to retro-fit a similar switch for existing restaurants. Franchisees wishing to pursue this option should 

liaise with their electrical maintenance supplier in the first instance. Costs are expected to be around £600/€700. 

Business Managers who believe their restaurant would benefit from a similar power cut-off switch should speak to 

their Operations Consultant in the first instance. 
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5. f Banning 
Franchisees and Business Managers should make every effort to provide a restaurant environment that is as safe 

and secure for our customers and employees as possible. Equally, Franchisees and Business Managers should also 

seek to find a positive solution to managing Anti-Social Behaviour, but on very rare occasions a reoccurring or serious 

problem with an individual may make it necessary for that individual to be formally banned. 

Banning an individual should be considered a last resort and should only be considered after the Franchisee or 

Business Manager has worked through the guidance in Section One to Three of the Managing Anti-Social Behaviour 

Guide. 

It should be noted that simply asking someone to leave a restaurant does not necessarily constitute a ban. If a ban is 

to be applied, the recommended approach is to adopt a documented ban supported by an external partner. Before 

initiating any banning, you should familiarise yourself with this guidance and have secured the support of an external 

partner, ideally the local Police/Garda. Guidance on building external partnerships can be found here. 

Once an external partner has been identified, explain that you have tried to tackle Anti-Social Behaviour within the 

restaurant and now believe that banning is an appropriate next step. Further, explain that you would prefer to link to 

a local scheme that they already endorse. Be aware that an external partner is likely to want to know: 

• What measures, if any, you have already undertaken to deal with the issues 

• What information / local knowledge you may have gathered about the individuals causing the Anti-Social Behaviour, 

including records of incidents, recorded CCTV, names /nicknames identified, individuals known to crew members 

• What is the restaurant plan and how they can assist? 

Remember, partnership work takes time and effort and you cannot simply expect Police/Garda or others to make 

Anti-Social Behaviour go away without contributing to this yourself. 

As a business, there is an entitlement to refuse to serve any person and ask them to refrain from visiting our 

restaurants. The grounds for banning can vary by incident, but the following criteria indicate potential situations in 

which expulsion maybe appropriate: 

• The individual has engaged in any activity that constitutes a criminal offence - e.g. assault, wilful property damage, 

etc. 

• The individual is interfering with the rights, comfort, or convenience of customers and employees 

• The individual has consumed alcoholic beverage or illegal substance on the premises 

• The individual has repeatedly loitered or otherwise remained on the premises without a discernible legitimate 

purpose. Loitering guidance is here. 

• The individual has disturbed the ability to conduct business or causes customers or employees to fear for their 

safety 

The above list gives examples, there may be situations warranting banning that are not listed. For consistency, 

Franchisees and Business Managers should consider banning an individual from more than one restaurant. 

Process 
The process for banning, as outlined below, is designed to protect employees from making wrongful accusations 

and the risk to employees or customers that could result. Franchisees and Business Managers should take the 

issuing of a banning notice seriously and every effort should be made to ensure that all the facts are obtained and 

documented before a ban is given. 

• The Business Manager wishing to instigate a banning letter should report the incident involving the member of the 

public to the Police/Garda and obtain from them an Incident Reference Number and/or comply with the agreed 

protocol outlined by the external partner 

• The Business Manager wishing to issue a Banning Letter should first create a Banning Folder, where a copy of the 

Banning Letter and supporting evidence must be kept. Blank Banning letters are available on the Intranet or here. 

• The Banning Folder should be kept secure in an office in order to comply with data protection considerations 
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• The Banning Letter should be issued by the external partner i.e. Police/Garda if possible however banning is a civil 

matter and many Police/Garda forces will not issue these due to this. 

There is no upper time limit on bans, but a minimum period of 12 months is standard practice in Retail. Also, there is 

no need to offer a right of appeal. If in doubt, it is recommended that Franchisees and Business Managers align their 

banning procedures to that of any locally-run scheme. 

Example Banning Notice 
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Example Entry in Banning Folder 
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5.g  Anti-Social Behaviour Commitment 
 

With our vast experience of meeting with the Police/Garda and other agencies in relation to any issue they are always 

more willing to support and offer resource if they can see that you are doing something to help yourself. As such 

when looking to build relationships with external bodies such as the Police/Garda it is important to develop and 

produce a list of “commitments” that the restaurant and management team are willing to do, in this case to tackle 

Anti-Social Behaviour. Even if you are not ready to meet with any external partners it is a good idea to produce this 

type of document so that the whole team are aware of the tactics you want to use and are aligned in the expectation 

of delivering them. A consistent approach is always the most effective way to tackle any issue. 

 

 An “ASB Commitment” document demonstrates to external partners that you are taking the issues seriously and are 

open with what you are doing. It is beneficial when the time is right to meet with the Police/Garda and Guarding 

Provider (if being used) to talk through your commitment document and then discuss what commitments they are 

willing to commit to. These can then be added to the document to create your ASB Commitment. When completing 

your commitments be mindful not to over commit and only put those things down which you feel are achievable in 

the restaurant. Once the final commitment document has been drawn up you will need to share this will all 

stakeholders and be prepared to be challenged if you do not deliver on your commitments, but at the same time 

don’t be afraid to challenge other stakeholders if they don’t deliver on their commitments. 

 

Example ASB Commitment 

 

McDonald’s 

1. Public Wi-Fi to be turned off from 17:00 – 22:00 7 days a week 

2. Classical Music to be played from 17:00 until 22:00 7 days a week 

3. Tablets will be removed from the dining area from 20:00 and stored in the tablet safe 

4. Plug sockets and air charges are to be turned off from 17:00 – 22:00 7 days a week 

5. All managers to re-sit the online Conflict Management training 

6. Business Manager to work through the ASB guidance document on the Intranet 

7. Shift managers to wear the Staff Safe trigger at all times (3 grey and 1 red should be available) and the 5 

step method adopted 

8. Banning process followed and banning letters passed to local Police/Garda ASB team 

9. Meet monthly with the local Police/Garda ASB team to review incidents and offenders and to pass over 

banning letters 

10. Put together a banning letters file so all letters are kept with a record of banned dates 

11. Images of banned individuals kept for managers to review to ensure individuals are not allowed to return to 

the restaurant once banned, this should be reviewed by Managers, Dining Area and Till staff 

12. Ensure banned individuals are discussed at shift change over by introducing a ASB Shift Handover 

13. Ensure that shift managers are engaging with Police/Garda officers when they enter the restaurant 

14. Support the Police/Garda when they ask individuals to leave, they should not be served again that evening, 

the same applies when a manager asks someone to leave, they should not then be served until the next 

day.  

15. A new incident log will be ordered and all incidents to be captured in the incident log with images of the 

offenders added to each incident taken from the CCTV 
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16. All Managers to be trained in how to burn CCTV images and are to give footage to the police/Garda 

immediately when asked. 

17. All Managers to be trained on the Staff Safe 5 Step method 

18. All managers to be trained on how to disable the Wi-Fi  

19. Establish contacts at KFC, Odeon and Dominoes for Information sharing purposes. Consider having an 

arrangement where banned individuals are not allowed to enter any other retailer on the site 

20. Build better relationships with site security team 

21. Hold a managers meeting to discuss the above and to reiterate the importance of consistency and 

adherence 

Guarding Provider 

22. Guarding team to complete ASB training 

23. Minimum of one guard to wear a bodycam 

24. Guards to review the images of banned individuals and refuse entry 

Police/Garda 

25. Find out the details of the next Retail Park meeting 

26. Pass the details of the local Youth Club to the Business Manager at McDonald’s 

27. Issue McDonald’s Banning Letters alongside ASB Contracts 

28. Meet the Business Manager on a monthly basis initially to review the incident log and to accept banning 

letters 

29. Provide a Police force Logo for use on McDonald’s banning letters. McDonald’s will add a strap line to the 

banning letter which states “Working in conjunction with xxxxxxxxx Police to tackle Anti-Social Behaviour” 
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